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Trusted Collaboration

Identity Federation, SSO, and Access Management
for the Connected World

Everything and everyone is always
online and securing access to appli-
cations or devices provided either
as on- and off-premises services or
from the cloud has never been more
important.

Businesses and government agen-
cies are accelerating the formation
of online partnerships to respond
quickly to potential revenue opportu-
nities, outsource non-core functions,
and deliver the widest variety of ser-
vices to their users.

To improve operational efficiency
and respond to user demand, they
continue to put more and more crit-
ical data and applications online for
information sharing and self-service
by consumers, mobile employees,
channel partners and suppliers.
Cloud adoption has soared as it has
proved to offer great economies of
scale for many organizations by pro-
viding a lower-cost, flexible way to
use applications and services.

Meanwhile, people have come to
expect the online services they use
to be always-available, on-demand
one-stop shopping experiences
accessible through asingle loginand
providing them with the same look
and feel no matter what business
they are transacting. With the recent
news of massive security breaches
of online service databases and the
rise in phishing, spoofing, and other
fraudulent online activities, users are
also beginning to worry that they
are giving up too much of their criti-
cal identity information to too many
Web sites.

While users may want to have a few
different identities to protect their
privacy, creating and maintaining
a one-to-one identity relationship
with each online service provider is

a tedious chore that can lead to poor
access credentials.

Building a business-agile virtual
enterprise using on-premises appli-
cations and private and public cloud
or software as service offerings
involves numerous security chal-
lenges to provide end-to-end secu-
rity. The emergence of cloud, mobile
and social computing has height-
ened the need for strengthened
access controls to ensure compliance
with organization authentication
and authorization policies. Partners
must share or integrate their iden-
tity data, but they must do it without
overloading their IT administration
or inadvertently creating security
holes. To maximize user satisfaction,
they must provide for secure, seam-
less transactions between services
offered by disparate sites in different
security domains, and these transac-
tions must be completely auditable
from beginning to end to prove reg-
ulatory compliance. To improve the
user experience and ease the user
login burden, partners must offer
single sign-on (SSO) capabilities to
applications and services hosted
internally or in the cloud. They must
also provide rapid onboarding of new
users to cloud services to avoid the
daunting task of manually and indi-
vidually provisioning and managing
users in each software as a service
(SaaS) directory.

Partners also need to consider secu-
rity models for online user trans-
actions that move collection and
control of identity information away
from online service providers and
into the hands of their users and
assign the management of this data
to online identity providers.

Users of Web or cloud services often

share personal and sensitive infor-
mation. This is associated with an
increasing risk of potential security
and privacy issues. Once a user has
submitted such information, he has
only limited ability to control access
to such information. To alleviate this
problem, thereisa clear need for new
approaches and methods, to allow
usersto manage access to their Web
resources and data.

Next Generation Identity Feder-
ation and Access Management
with DirX Access

These challenges are driving the
design and deployment of new secu-
rity models for access management.
Identity federation and secure Web
services are joining authentication,
authorization, audit,and Web SSO as
essential capabilities for protecting
Web resources against unauthorized
use in a flexible way.

DirX Access is a comprehensive
access management, identity feder-
ation,and Web services security solu-
tion protecting resources against
unauthorized use. DirX Access:

Provides for the consistent
enforcement of business security
policies through external, central-
ized, policy-based authentication
and authorization services.

Enhances Web user experience
through local and federated single
sign-on (SSO).

Secures eGovernment and eBusi-
nessinitiatives and provides seam-
less integration with business and
organizational partners through
identity federation.

Protects access to Web applica-
tions and devices with authenti-
cation and authorization services,
both on-premisesand in the cloud.
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Supports versatile authorization
scenarios including user-managed
access.

Decouples security management
such as authentication and autho-
rization from application logic and
ensures consistent, fine-grained
entitlement management across
multiple applications and services.

Enables enterprises and service
providersto deploy strong authen-
tication solutions that reduce reli-
ance on passwords.

Supports regulatory compli-
ance with audit functionality,
both within and across security
domains.

Authentication, Authoriza-
tion and Audit - Core Func-
tionality for Access Manage-
ment

Authentication is the process of veri-
fying the identity of a user requesting
a service or a resource, while autho-
rization is the process of verifying
that an authenticated user has the
rightto access a requested service or
resource. Authentication and autho-
rization answer the questions “Who
areyou?"and “What are you entitled
todo?”

Authentication and authorization
address the real-time enforcement
of enterprise security policies, while
audit automatically records these
transactionsand stores these records
securely for later compilation in
reports to provide analytical insight
and transparency in the identity and
access management processes.

The processes and technologies
used to manage the users and their
life cycles are referred to as identity
management. The set of processes
and technologies to manage, deploy,
enforce, and audit access control
policies across multiple enterprise
applications, services, and systems
is referred to as authorization or enti-
tlement management.

Authentication

With DirX Access, authentication is
provided as an external, central ser-
vice that supports a variety of well-
known authentication methods,
such as passwords, X.509 certifi-
cates, FIDO-based authentication,
Integrated Windows Authenti-
cation, smart cards, HTML forms,
one-time-pass- word (OTP) tokens,
and biometrics. An internal exten-
sion interface enables to broaden
this range with additional meth-
ods, such as mobile push authen-
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tication. Administrators can apply
the method that best matches the
security requirements of each indi-
vidual application or resource with-
out rewriting or even touching the
application. Decoupling authentica-
tion from the application or resource
allows the authentication service to
scale easily —administrators can add
new authentication methods with-
out affecting the applications that
depend on the service.

Centralized authentication services
also enable SSO. Users present their
login credentials once and are then
allowed to access all applications
and resources within the enterprise
security domain for which they are
authorized without having to re-au-
thenticate/log in again.

Finally, the DirX Access central
authentication service allows
authentication management to be
concentrated in one configurable
component. Because an external,
central service bypasses the need for
per-application authentication, users
no longer need to keep track of mul-
tiple login credentials, and adminis-
trators no longer need to maintain
and support redundant authentica-
tion mechanisms.

A not-yet-authenticated user’s inter-
action with a system protected by
DirX Access leads to an initial user
authentication process. Subsequent
interactions employ the single
sign-on mechanism. Risk-based
authentication is applied in both
mentioned cases enabling to ask
the user about additional authen-
tication when strengthening of the
assurance about user’s identity is
necessary. Propagation of the suc-
cessful authentication state to inter-
connected applicationsis performed
by the identity federation.

Initial User Authentication

Initial authentication refersto thefirst
time a user authenticates against the

system. Itis based on a user account
established in DirX Access and uses
standards-based initial authentica-
tion mechanisms such as:

SSL/TLS client authentication
through X.509 certificates includ-
ing path validation, OCSP and CRL
support

Username/password authentica-
tion via HTTP basic or HTML form

Second-channel OTP mechanism
enabling mobile push, SMS, and
e-mail-based authentication via
HTML form

Standardized OTP algorithms IETF
RFC 4226 (HOTP) and IETF RFC
6238 (TOTP) via HTML form

Integrated Windows Authentica-
tion (IWA) using the SPNEGO, Ker-
beros and NTLM authentication
protocols via HTTP

W3C WebAuthentication based
on FIDO2 including authentication
with Microsoft Windows Hello

FIDO U2F (Universal 2nd Factor)

FIDO UAF (Universal Authentica-
tion Framework)

DirX Access enables to strengthen
the authentication process by
combining two or more authenti-
cation methods sequentially. This
represents a reasonable way of
achieving a multifactor authenti-
cation within simple deployments;
for example, combining username/
password with additional verification
via OTP values or username/pass-
word plus an external validation. The
combination mechanism provides
a conditional configuration of the
authentication method sequence,
i.e., failure in the first method may
lead either to an overall authentica-
tion failure or to invocation of a dif-
ferent method.

Hence, DirX Access is able to provide
more sophisticated scenarios, such
asaccountlocking prevention —after
three unsuccessful tries with user-
name/password the X.509 certificate



authentication is prompted, prevent-
ing from an accidental account lock
and a possible costly unlocking.

DirX Access can validate the user cre-
dentials internally by performing the
authentication itself (the default), or
it can externalize the validation task
to an external validation service.

Externalizing validation is open to
various algorithms and an interface
for third-party verifiers supports
token-type authentication creden-
tials; for example, SAP logon tickets.

DirX Access can easily integrate exist-
ing authentication authorities and
leverage the existing authentication
infrastructure.

Administrators can define the pre-
ferred authentication method to use
foreach distinct resource of Web and
Web services applicationsor the DirX
Access-protected resources of other
applications. In this way, adminis-
trators can easily provide the most
appropriate security level for each
individual resource.

Administrators can use the DirX
Access Server to assign a ranking to
authentication methods. This rank-
ing, provided by assurance levels,
indicates how secure the authenti-
cation methods are relative to each
other on a numeric scale. Assurance
levels can be used as conditions for
authorization. For example, a critical
resource can be assigned a policy
with an assurance level condition of
4, requiring that users be authenti-
cated using only the most secure
methods to achieve access. Assur-
ance levels are defined in NIST Spe-
cial Publication 800-63.

DirX Access providesstep-up authen-
tication to request a re-authentica-
tion using a stronger authentication
mechanism when accessing a more
critical resource.

Risk-based Authentication

With risk-based authentication,
access to resources is secured by
means of risk analysis. The result of
therisk analysis determines the min-
imum strength of the authentication
method to be used for accessing
the resource. If the user is already
authenticated with an authentica-
tion method of the required strength,
access to the resource is granted,;
otherwise, the use of a stronger
authentication method is enforced.
The risk analysis assesses both user-
and context-specific data.

Theriskanalysisis based on two con-
cepts:

Evaluating predefined static con-
ditions

Considering history and/or contex-
tual data

The DirX Access data collector col-
lectsand storesall parametersimply-
ing risk with the user’s account. The
collected data are further updated
after each authentication event. The
authentication process leverages
this data to run a statistical analysis
and to analyze the behavioral pat-
terns of each authenticated user.

Risk-based authentication com-
bines both assurance level and
risk level. Risk level is a means to
estimate potential threat from an
access request. A resource within
DirX Access is typically protected by
an authentication method having
some assurance level representing
the level of its protection. Both assur-
ance level and risk level are used to
selectan appropriate authentication
method eliminating potential risk.

To put this mechanism at work so
called risk-based conditions are
used to recognize threats. Following
parameters can be configured in risk
conditions:

Resource sensitivity
IP address ranges

Time range e.g., usual working
hours of a company, 6a.m.-7p.m.,
Mo-Fri

HTTP protocol header properties,
such as type of Web browser

Custom conditions implemented
as a plugin (callout), e.g., a callout
to a third-party geolocation ser-
vice which resolves a geographic
lo- cation from an IP address

Number of consecutive login fail-
ures

Login interval i.e,, length of time
period between two login actions

User context to detect unusual
behavior of the authenticating
user i.e., various data bound to the
user’s account collected by the
DirX Access RBA Data Collector for
statistical computations, for exam-
plean unusual IP ad-dressthe user
tries to authenticate from.

Single Sign-On and Session Man-
agement

Once successfully authenticated,
users do not have to re-authenticate
themselves when accessing other
DirX Access-protected resources
(unless a resource explicitly requires
step-up authentication) on arbitrary
servers within the same domain.
The authentication state of users is

securely exchanged via HTTP cookie
headers or URI rewriting.

DirX Access manages security ses-
sions by maintaining information on
authenticated, assured user iden-
tities. This information comprises
authentication method, authentica-
tion time, authentication credentials
and other parameters specific to this
login event. DirX Access provides an
interface for plug-ins that fetch sub-
ject attributes from additional third-
party sources and enrich the session
information using these attributes.

In addition, environmental informa-
tion can be handled ina configurable
way in authenticated subject rep-
resentations; for example, solution
specific security environments like
information on network trust level
and device types can be provided.

DirX Access creates a new secu-
rity session for each successful
initial authentication. A security
session is established between web
browsers and a DirX Access Server
using self-contained JWT tokens
combined with referrences to the
internal distributed cache. This
approach achieves the best results
when it comes to performance and
high-availability features. Depending
on the security level, the JIWT tokens
can be not only digitally signed, but
also encrypted (hence, fully confi-
dential).

An existing security session is termi-
nated by an explicit logout (initiated
by the user), by session timeout, or
by idle timeout. Thanks to the usage
of the self-contained JWT session
tokens, the sessions are not termi-
nated by a restart of the whole DirX
Access Servers cluster.

Additional DirX Access session man-
agement features include:

SSO event callout interface for
third-party plug-ins: this feature
allows notifying third-party appli-
cations of SSO events such as user
logout, session timeout or idle tim-
eout and is especially useful when
third-party applications attach
application-specific session infor-
mation to the SSO state in DirX
Access.

Identity Federation and Fed-
erated Authentication

|dentity federation is a set of stan-
dards and technologies that allow
partner organizations to establish
trust relationships regarding each
other’s security policies and infra-
structure, and then allow or deny
access to resources based on this
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trust.

Identity federation enables for the
secure sharing of digital identities
and login sessions across security
domains. It facilitates secure and
seamless online collaboration by
providing safe access to partner
resources without the need for re-au-
thentication and permits partnersto
trust and share identity information
for authentication and authorization
without the need to create and main-
tain it at each partner site.

|dentity federation can

Cut the cost and complexity of
online collaboration by eliminating
the need for multiple user profiles.

Deliver a positive user experience
through cross-domain SSO.

Improve productivity by providing
secure, convenient access to the
resources of trusted partners.

Interoperate with other stan-
dards-compliant federation solu-
tions.

In DirX Access, identity federation
extends the core services of authen-
tication and authorization to the vir-
tual enterprise.

Federated authentication is the
process of transferring information
regarding authentication state from
an identity provider to a service pro-
vider or relying party in a different
domain.

DirX Access supports federated
authentication according to SAML
2.0, WS-Federation, and OpenlD
Connect1.0.

In contrast to the concept of initial
authentication, federated authen-
tication does not require that each
user has a corresponding unique
user account at the side of the service
provider. Instead, the identity pro-
vider typically assigns roles to users
and the service provider grants or
denies access to a resource accord-
ing to the roles from the security
assertion statement. In this way, all
information necessary to perform
authentication (such as digital iden-
tity, authentication credentials, etc.)
are managed locally at the identity
provider but the final access decision
remains in the sole responsibility of
the service provider. SSO is also pro-
vided for federated authentication
scenarios.

SAML based Federation

Inthe case of SAML-based federation,
DirX Access uses Security Assertion
Markup Language (SAML) assertions
to represent identities in federated
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transactions.

DirX Access supports both SAML 2.0
federation scenarios:

Service provider-initiated: In this
case, the user attempts to access
a resource on a federated domain
without first authenticating. The
remote site then redirects the
user to the identity provider for
authentication. If authenticationis
completed successfully, the useris
returned transparently to the des-
tination site for authorization and,
ultimately, for access to the desired
resource.

Identity provider-initiated: In this
case, the userfirst authenticatesin
the local domain and then makes
a request for a service or resource
located on a federated domain.

In both scenarios, DirX Access can
represent the identity provider that
authenticatesthe user, orthe service
provider that owns the resource and
relies on the source site’'s authentica-
tion.

DirX Access supports the following
SAML 2.0 profiles, associated mes-
sage protocol flows and bindings
according to the SAML 2.0 confor-
mance requirements document:

Web Browser SSO profile with
AuthnRequest message from SP
to IdP via HTTP redirect or HTTP
POST binding

Web Browser SSO profile with IdP
Response message to SPviaHTTP
POST or HTTP artifact binding
including Unsolicited Responses
(IdP first)

Identity Provider Discovery pro-
file with cookie setter and cookie
getter messagesvia HTTP binding

Single Logout profile
with LogoutRequest and
LogoutResponse messages via
HTTP redirect, HTTP POST, HTTP
artifact or SOAP binding

Artifact Resolution profile with
ArtifactResolve and Artifac-
tResponse message via SOAP

binding

Assertion Query/Request profile
with authentication query, attri-
bute query, authorization decision
query and request for assertion
by identifier messages via SOAP
binding

Basic Attribute profile
X.500/LDAP Attribute profile

UUID Attribute profile

XACML Attribute profile

DirX Access supports the following
SAML protocols:

Authentication request protocol
Artifact resolution protocol
Single logout protocol

Assertion Query and Request Pro-
tocol with authentication query,
attribute query, authorization deci-
sion query and request for asser-
tion by identifier elements

Request/response objects can be
signed (enveloped XML signature).

DirX Access supports SAML asser-
tions with the following contents:

Authentication statements
Attribute statements

Authorization decision statements
Assertion objects and protocol
objects can be signed (enveloped
XML signature). SAML assertions,
Namelds, and attributes can be
encrypted.

DirX Access can include environ-
mental information - for example,
solution-specific security environ-
ments like information on network
trust level and device types - into the
SAML assertions.

DirX Access supports SAML meta-
data import and export, which
addresses the mutual configura-
tion that needs to be established
between an identity provider and a
service provider.

SAML Proxying
DirX Access supports SAML proxying



based on the SAML 2.0 specification.
In SAML proxying, identity providers
can proxy an authentication request
from a service provider to a different
identity provider that has already
authenticated the user or is capable
of authenticating the user, enabling
the delegation of initial user authen-
tication in SAML Web SSO federation
from a local SAML identity provider
endpoint to external SAML identity
provider endpoints.

A proxying identity provider is a
combination of a traditional SAML
authentication identity provider
(implementing SAML SingleSignOn-
Service in particular) and a traditional
service provider (implementing
SAML AssertionConsumerService).

With SAML proxying:

Multiple proxying identity provid-
ers can be configured between
the service provider and the actual
identity provider.

A proxying identity provider can be
configured to connect to multiple
identity providers and/or to multi-
ple service providers. In this con-
figuration, the proxying identity
provider serves as a hub/bridge/
gateway in a hub and spoke iden-
tity federation model, allowing for
easier management of configuring
trust for a large number of identity
providers and service providers in
a federation scenario.

Proven SAML 2.0 Interoperability

DirX Access passed Liberty Alliance
SAML 2.0 interoperability testing
in 2009. DirX Access participated
in the third Liberty Interoperable™
full-matrix testing event for SAML 2.0
together with eight other products
from different vendors and demon-
strated that DirX Access fulfills the
stringent test criteria for open, secure
and privacy-respecting federated
identity management.

Preconfigured SAML Service
Providers

DirX Access supports preconfig-
ured SAML service providers. This
functionality allows administra-
tors to easily establish SAML-based
interoperability between the DirX
Access identity provider and well-
known cloud service providers such
as Google Apps, Citrix ShareFile, Mic-
rosoft Office 365 and Salesforce.com
with out-of-the- box configurations
delivered with DirX Access. It also
allows for parameterizing provider
instances and creating custom tem-
plates for other preconfigured ser-
vice providers and identity providers.

Identity Federation with OpenID
Connect

DirX Access supports the core spec-
ification of the OpenlID Connect
1.0 Standard. OpenlD Connect 1.0
is a simple identity layer on top of
the OAuth 2.0 protocol. From the
OpenlD Connect stack of standards,
DirX Access supports additionally
the OpenlD Connect Dynamic Client
Registration Protocol and OpenlD
Connect Discovery 1.0.

OpenlD Connect 1.0 is becoming a
well-established alternative for SAML
protocol as it is currently supported
by major service-providing market
players, such as Google, Facebook,
etc. Based on a more lightweight
technologies (RESTful web services
and JSON format), OpenID Connect,
and OAuth-based protocols in gen-
eral, can lower the communication
and performance demands, while
preserving the functional and secu-
rity aspects of the other federation
standards.

OpenlD Connect 1.0 Authoriza-
tion Code Flow

In OpenlD Connect 1.0, a client (web
application) wants to get a feder-
ated identity of an end-user from
the authorization server, represented
by DirX Access. The end-user has an
opportunity to express its consent
with the identity information being
provided to the client. The specifics
of the authorization code flow are
basically twofold: the client securely
authenticates to the authorization
server; therefore, a trust is estab-
lished, and the authorization server
can share information that shall be
not disclosed to anyone else, and
eventheend-userisnotabletolearn
the shared information. This flow is
suitable for clients that can securely
maintain their credentials, such as
web applications.
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OpenID Connect 1.0 Implicit Flow

Contrary to the authorization code
flow, the implicit flow does not per-
form any client authentication. The
federated identity information may
be exposed to anyone with access to
the end-user's browser. This flow is
suitable for clientsimplementedin a
browser using scripting languages.

OpenlD Connect Dynamic Client
Registration

In an environment where the web
applications (clients) requiring the
federated identity often changesand
their overall count might easily sur-
pass tens or hundreds, the manage-
ment of the bounds between them
and the authorization services might
get complicated. These bounds are
represented by server and client
metadata documents. DirX Access
publishes the metadata of all config-
ured authorization servers in a stan-
dardized way to be accessible by any
potential client. In the opposite direc-
tion, it employs the dynamic client
registration approach that enables
to automate the registration of new
clients or update of the metadata for
the existing ones. The metadata can
be manually managed by the DirX
Access administrators to reflect any
client specifics.

However, to achieve a state with the
highest possible automation, DirX
Access wires a fine-grained configu-
rability into the registration process.
Atthe end of the registration process,
the clientisassigned certain permis-
sions at the authorization server,
e.g., what identity information it can
request, which flows it can perform,
or what security level it achieves. The
way of ensuring only the trusted cli-
ents may ask for al- lows permissions
is achieved via a delegation of the
trust. Before a client registration, an

DirX Access

OAuth Client Endpoint

SSO Service

DirX Access PEP

IT Resources

Web Browser

Figure 3 - SSO with Social Identities based on OpenID Connect
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authentication process must occur
first. The authentication may be per-
formed by any entity known to DirX
Access and the permissions given to
thisentity determine the permissions
giventothe subsequently registered
client. In a real-world scenario, the
administrator of the authorization
server may contractually appoint an
administrator at the customer's side.
Thisadministrator will be given rights
to automatically register clients with
certain permissions,according tothe
everchanging demands of its envi-
ronment.

Described metadata management
holds generally for any OAuth-based
standard.

DirX Access as OpenlD Connect
1.0 Client

Figure 4 shows a single sign-on sce-
nario based on OpenlD Connect
where users authenticate with their
social identities from systems such
as Google, Salesforce etc.toaccess IT
resources that are protected by DirX
Access. Inthisscenario DirX Access is
used for authentication via OpenlID
Connect and for authorizing access
the IT resources in a service provider
deployment.

Federation with Microsoft Share-
Point

DirX Access provides identity feder-
ation with Microsoft SharePoint by
supporting the WS-Federation Pas-
sive Requestor Profile for authentica-
tionin SharePoint. Other applications
that support WS-Federation Passive
Requestor Profile can be connected
in the same way.

In thisscenario, Microsoft SharePoint
supports trusted Identity Provider
authentication for SharePoint appli-
cationsin the role of the Service Pro-
vider.

DirX Access implements the neces-
sary functionality of both Identity
Provider and Security Token Service
for the authentication, using WS-
Federation Passive Requestor Profile.

Identity Federation and Cloud
Computing

DirX Access provides SSO for cloud-
based applications or for SaaS to
secure access in a cost-efficient and
reliable manner. Federation stan-
dards such as SAML and OpenlID
Connectare being used for authenti-
cation of users to off-premises appli-
cations (SaaS or cloud-hosted).
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Inter-protocol Proxying

Thanks to the architecture of
DirX Access, it is possible to proxy
between different identity federation
protocols, OAuth to SAML, etc. If a
SAML service provider (SAMLSP)/an
OpenlD Connect client (OIDC client)
requests federated identity from
the SAML identity provider (SAML
IdP) / OpenlD Connect authorization
server (OIDC AS), either an authen-
tication of the end-user is invoked
or the SSO mechanism is used (the
information on which is also based
on some initial authentication). Any
authentication method can be used,
including the identity federation
ones. During the authentication, the
DirX Access role is switched from
the SAML IdP / OIDC AS to SAML SP
/ OIDC client, a federated identity is
retrieved from the third party, trans-
lated into the authenticated session
which is in turn used to provide the
federated identity to the originally
requesting SAML SP/OIDC client.

Authorization and Entitle-
ment Management

DirX Access offers two fundamen-
tally different types of authorization
mechanisms. For the enterprise envi-
ronment, authorization is provided as
an external, centralized, policy-based
access control service that allows for
the “up front” definition of a compre-
hensive set of access control policies
and then grants or denies access to
resources based on these policies.
This approach is represented by the
XACML-based authorization service.

With the raise of the loT environment,
DirX Access incorporated a service
able to protect resources owned by
third parties. Contrary to the central-
ized policy declaration, here, each
owner declares policies for its own
resources, while DirX Access subse-
qguently manages the authorization

process invoked by any requestor.
This approach is based on the
User-managed Access 2.0 standard.

Both approaches are then inde-
pendent and may or may not be
employed in the DirX Access instal-
lation according to the chosen con-
figuration.

Enterprise Authorization

Based on the XACML (eXtensible
Access Control Markup Language)
standard from OASIS (Organization
for the Advancement of Structured
Information Standards), access poli-
cies can be defined according to the
authorization model that best suits
the environment.

For example, a role-based access
control (RBAC) model defines access
policies based on the roles assigned
to a user, while attribute-based
access control (ABAC) defines access
policies based on attribute values,
and with discretionary access con-
trol (DAC) access policies are defined
by the owner of an object. The owner
decides whois allowed to access the
object and what privileges they are
granted.

Policy-driven authorization has many
advantages. Access control policy
definition and management is per-
formed outside of the individual
application and removes the need for
individual application access control
logic. It makes access policy creation
aninitial task rather than an ongoing
one, simplifies the administration of
access rights to multiple Web appli-
cations and resources, and provides
for the consistent application of
access rights and enforcement of
security policies over time.

DirX Access uses XACML 1.x/2.0/3.0
asthe underlying authorization tech-
nology and supports the following
authorization models:



Arbitrary, application-defined
authorization models. Any
authorization model that can be
expressed as valid XACML objects
can be used. The actual policy con-
tent is form-free if policy syntax
requirements (well- formedness,
validity) are met.

An RBAC authorization model,
allowing or denying access to
Web services and Web applica-
tion resources and the resources
of other applications based on the
role held by the requesting user
within the organization. As people
come and go in the organization,
they can be assigned the roles that
match their job descriptions and
resource access requirements.
Once effective business roles are
defined in DirX Access, adminis-
trators can quickly and efficiently
match userswith the accessrights
they need, without fear of forget-
ting a crucial resource. This autho-
rization model is constrained by
the RBAC profile of XACML; the
policies that can be expressed in
this authorization model need to
comply with this dedicated profile.

Authorization in DirX Access is deliv-
ered by the following building blocks
(seefigure 4):

PEPs (policy enforcement points),
deployed as plug-ins to Web and
Web application servers or other
applications, process access
requests, send authorization deci-
sion requeststo PDPs and provide
the authorization decision to their
environment. Some PEPs enforce
the PDP authorization decision
themselves, while other PEPs just
inform their environment about
them.

PDPs (policy decision points), pro-
vided as part of the DirX Access
Server, render authorization deci-
sionsforaccessrequestssent from
PEPs. They base their decisions on
authorization policies obtained
from PAPs.

PAPs (policy administration points)
are authorization policy authorities
that allow administratorsto create,
supply and maintain authorization
policies. The PAP isrepresented by
the policy service in a DirX Access
Server. Thisservice can be used via
the DirX Access Manager (authori-
zation policies complying to the
ABAC or RBAC model) or the DirX
Access Provisioning Web service
(authorization policies complying
tothe RBAC model). Working with
the PAP is subject to authorization
and authentication through DirX
Access.

PIPs (policy information points)
can be used to access information
about the application environment
that may be required in evaluating
policy decisions. PIPs can also pro-
vide information on the subject or
resource involved in the request.

DirX Access supports dynamic
access control/authorization with
the help of attribute finders, which
provide the PDP with configurable
information for access decisions. All
information contained in the authen-
ticated session (JAAS subjects) can
be used; for example, the user LDAP
attributes, SAML assertion attributes,
OAuth user profile data, application
and environment-specific attributes
passed by the PEP to the server
(client device identification, applica-
tion information), etc.

In addition, DirX Accessreactsin real-
time to modification of user records;
for example, by revoking access
when user attributes are changed.

Federated Authorization

DirX Access supports the OAuth 2.0
Authorization Framework and a set
of OAuth 2.0-based standards such
as specifications for User-Managed
Access (UMA) 2.0, OAuth 2.0 Token
Introspection (RFC 7662) and OAuth
2.0 Dynamic Client Registration Pro-
tocol (RFC 7591). For a complete list,
please, see the Supported Standards
section.

OAuth 2.0

DirX Access supports the OAuth
2.0 Authorization Framework for
authorization in identity federa-
tion scenarios. OAuth 2.0 defines a
resource authorization protocol that
allows resource owners to delegate
resource access rights. This enables
sharing resources across organiza-
tional boundaries without sharing
user credentials. To support this
use case, DirX Access provides both
OAuth client functionality and OAuth
authorization server functionality.

DirX Access can be configured inde-
pendently or in conjunction with
browser-based SSO for either an IdP
or an SP deployment:

In an SP deployment, the OAuth
client federation endpoint client
requestsand usesthe accesstoken
to access the protected resources

In an IdP deployment, the OAuth
server federation endpoint can be
used to authenticate and provide
the access token with associated
user information.

User-Managed Access (UMA)

The focus on authorization in an loT
environment (and multiple resource
owners in general) is represented
in DirX Access by an authorization
service implementing the UMA 2.0
standard. This standard enables to
delegate the complexity of autho-
rization in systems managing, e.g.,
medical records, bring-your-own-
device policies, user-uploaded
resources, etc. DirX Access plays the
role of the Authorization Service (AS)
in such scenario and the connected
systems the role of Resource Ser-
vices (RS). It provides a RESTful inter-
face enabling the resource owner to
declare any resource-related policies
(typically in a form of access control
list) which are subsequently used by
the AS atthe time any requestor asks
for the protected resource. See, that
allthe burdenistruly putatthe AS as
the only information the RS knows is
the requested resource identifierand
action.

Atrue power of the ASisthe ability to
manage resources for multiple RSs.
The relationship between RS and AS
is established via the OAuth-specific
means, hence, DXA can automate
also this process providing a perfect
solution for the aa$S paradigm.

DirX Access supports the following
UMA-related specifications:

User-Managed Access 2.0 Grant for
OAuth 2.0 Authorization—a means
fora client representing a request-
ing party to gain access to a pro-
tected resource asynchronously
from the time a resource owner
authorizes access.

Federated Authorization for
User-Managed Access 2.0 — a
meansforan UMA-enabled autho-
rization server and resource server
to be loosely coupled, or federated,
in a resource owner context.

User Management

Initial authentication of users
requires that identities are managed
in an LDAP directory. DirX Access
supports two types of directories for
this purpose: external user directory,
and own managed user tree.

The external user directory is the
standard repository for storing of the
user accounts with its own schema,
for example, inetOrgPerson, and as
suchitisexpectedtobe managed by
an appropriate external tool (e.g., DirX
Identity). DirX Access is configurable
in the way it can use arbitrary LDAP
attributes for its authentication and
authorization needs.
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Once authenticated, the full user
record/attributes can be used in fed-
eration or authorization scenarios
(issuing SAML assertions, releasing
OAuth user profile data, evaluating
authorization policies, etc.) using
user data fromarbitrary LDAP repos-
itories.

The own managed user tree is a
repository storing predominantly
the user information necessary for
configured authentication meth-
ods, such as FIDO credentials, OTP
callback addresses, etc. This reposi-
tory is managed by DirX Access itself,
via the SCIM 2.0 standard. The SCIM
2.0resource structureis furthermore
extended to be able to manage the
user-specific data.

For more complex tasks, such
as assigning user attributes and
privileges, integrating multiple
directories, user databases, and
application-specific repositories, it
is recommended to use an identity
management solution such as DirX
Identity. DirX Identity also provides
workflow-based user self-registra-
tion and self-management function-
ality as well as many other advanced
identity management functional-
ities.

Policy Management

Policy management in DirX Access
comprises functions to create,
modify, delete, and view authori-
zation and authentication policies
based on the XACML standard.

In DirX Access, administrative pol-
icies govern the administration of
DirX Access, and business policies
governthe access of usersto the pro-
tected resources.

Authentication policies enforce the
use of specific authentication meth-
ods for different system resources.

Authorization policies apply autho-
rization rules controlling actions on
protected resources.

Fine-grained authorization policies
help to define the level of granular-
ity needed for authorization. They
consider the properties of requested
resources (such as security classifica-
tions) and requesting subjects (such
as usernames, group memberships
or role assignments) to enable autho-
rized access to resources and deny
unauthorized access.

Securing Web Applications

Access management solutions were
initially focused on securing access
to Web applications and Web con-
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tent behind eBusiness, eGovern-
ment,and eShop portals. To thisend,
DirX Access WAM capabilities apply
the concepts of external, central, pol-
icy-based authentication and autho-
rization services, identity federation
and SSO to provide secure, conve-
nient, and reliable access to multiple
Web applications with one authenti-
cation step.

The DirX Access PEPs that secure
Web applications can be classified
as protocol stack extension PEPs,
agent PEPs and application PEPs. In
addition, custom PEPs can be cre-
ated based on the client SDK or by
the DirX Access Web services.

Protocol stack extension PEPs
reside in protocol stacks. The most
common examples are the HTTP
stack PEPs (Web PEPs) like the ones
for Apache Web Server, Apache
Tomcat or Microsoft Internet Infor-
mation Server. They integrate with
the down-stream applications that
they protect mainly through header
injection. Via header injection, data
from various sources can be made
available to applications, e.g., user-
and session-related data as well as
data from arbitrary LDAP reposito-
ries.

Agent PEPs make use of the exten-
sibility interfaces of the Web Server
or Application Server to protect the
applications that run in these serv-
ers. The DirX Access Agent PEP for
the Microsoft Internet Information
Server (lIS) provides event handlers
that handle the IIS authentication
and authorization requests of the IIS
server.

Application PEPs can be provided for
applications that support standard
or published interfaces. One import-
ant example is servlet applications,
which can be protected individually
by the DirX Access servlet filter PEP.
Other examples are cloud-native
applications thatare runningin cloud
application platforms such as Cloud
Foundry. These applications can be
protected by the DirX Access Cloud
Foundry PEP. Applications that do
not provide such integration points
can be protected with a custom-de-
veloped PEP built with the DirX
Access Client SDK.

Security Web Services

The problem of externalizing and
centralizing application-specific
security also applies to Web ser-
vices-based SOAs. When migrating
applications to run as discrete Web
services, how doyou handle the indi-
vidual (and usually unique) security

logic and data that is presentin each
application?

DirX Access responds to this chal-
lenge by providing its security
features as out-of-the box Web ser-
vices for deployment in Web ser-
vices-based SOAs. Businesses can
then add security logic as well-de-
fined, published Web services for
use by any business process service
running in a Web service-based SOA.

DirX Access provides the Web ser-
vices based on two technologies
RESTful and SOAP WS. The RESTful
WS are build according to the Open
Data Protocol (OData) Version 4.0
standard issued by OASIS. These
interfaces are also described using
the OpenAPI 3 format to ease the
integration with their clients.

DirX Access provides the following
off-the-shelf Web services:

The SSO Web service, which is a
single point comprising all the
necessary functionality to evaluate
a request: authentication (initial,
step-up, risk-based), authorization,
SSO, request/response injection.

The Federation Web service, which
provides an OASIS WS-Trust secu-
rity token service (STS).

The Provisioning Web service,
which provides the ability to pro-
vision DirX Access with users,
groups and organizational units,
and to control the assignment of
those objects to roles. It is based
on the OASIS SPML V1.0 and V2.0
standards.

The Configuration Web service,
which is used to configure the DirX
Access system.

The System Actions Web Services,
enabling components deploy-
ment, keystore management, etc.

Administration

Administrative responsibilities reflect
business structures so that compa-
nies can place the management
of users, groups, and policies for
access to resources with someone
close to the demands of a particular
business line. DirX Access provides
methods for flexible, secure delega-
tion of administrative responsibilities
to respond to temporary changes
in personnel and shifts in organi-
zations and processes and support
the business-agile enterprise. DirX
Access provides Web-based admin-
istration tools that permit adminis-
trative activities to run in parallel for
fast, efficient deployment of access
policies across the virtual enterprise.
If there is a need for more complex



identity management and provi-
sioning activities, DirX Access can
be seamlessly integrated with DirX
Identity or cooperate with other
identity management solutions.

Access control for administration
uses the same authentication and
authorization mechanismsas access
control for protected organizational
resources.

DirX Access administration is per-
formed through the DirX Access
Manager (see figure 5), a Web-based
administration tool that allows
administrators to perform a variety
of tasks, such as:

Creating business roles.

Creating authentication policies
using a resource tree.

Configuring risk-based conditions
and associated data collectors.

Creating authorization rules and
policies using a resource tree.

Setting authorization conditions,
such as the time of day, authenti-
cation method, assurance level, or
the IP range required for access.

Assigning policies to roles.
Configuring XACML ABAC policies.

Configuring the internal represen-
tation of authenticated subjects.

Configuring the SAML assertions
of authenticated subjects.

Configuring federation.
Configuring servers.
Configuring PDPs.
Configuring PEPs.

The DirX Access Manager is a sin-
gle-page web application utilizing
RESTful interfaces published by DirX
Access Server. Namely, the SysAc-
tions RESTful Web service enabling
to deploy any DXA component or
web application and the Configura-
tion RESTful Web service enabling to
manage configuration and policies.

Multi-Tenancy

To support multi-tenancy, multi-
ple instances of DirX Access can be
deployed. Each instance represents
a tenant with specific configuration
separated from other tenants. This
allows serving multiple client orga-
nizations (tenants) with one single
installation of the software. DirX
Access provides means to create
additional instances/tenants.

Audit

To prove compliance with an increas-
ing number and complexity of busi-
ness and privacy regulations, the

DirX Access Audit service provides
complete transaction accountabil-
ity across the virtual enterprise. The
system:

Audits transactions both within
and across security domains.

Logs all security events for proof of
activity; for example, the result of
authentication and authorization
requests or password and policy
changes.

All authorization requests for a given
transaction can be correlated to pre-
vious authentication events; there-
fore all transactions can be traced
back to their origins. This design
appliestoall relevant system features
(authorization, authentication, iden-
tity federation, user management,
policy and configuration manage-
ment).

Audit data generated by the DirX
Access audit service corresponds
directly to the actions of identifiable
and authenticated users. Actions
recorded for each user include:

Authentication (who, when, how)

Authorization (who, when, for
what)

Session management (for exam-
ple, session lifetime, idle timeout)

Account and password manage-
ment (for example, changes, expi-
ration time reached)

Policy management (for example,
role, authentication and authoriza-
tion policy creation and modifica-
tion)

Configuration events

DirX Access provides an audit exter-
nalization interface that supports
custom implementations of audit
events processing via plug-ins. The
following implementations are pro-
vided with the product:

An implementation based on
Log4J which uses Log4J append-
ers (for example, for console, file,
database, syslog, and other items)
to process DirX Access audit
events. This is the default audit
plug-in provided by DirX Access.

Out-of-the-box integration to the
DirX Audit product.

DirX Audit can be used for central-
ized, secure storage, analysis, cor-
relation, and review of identity- and
access-related audit logs and for
creating reports. DirX Audit is part
of the DirX product suite and can be
ordered separately.

DirX Access provides for the export
of its deployment, configuration,

policies and user data as XML files
through various Web services. This
feature can be customized and
transformed, for example, by XSLT to
custom reports.

Logging

DirX Access logging records internal
system operations for problem diag-
nostics and debugging. The amount
ofinformation each server generates
can be controlled by restricting its
logs to a given level.

System Monitoring

DirX Access Services containers sup-
port monitoring via Java MBeans.
MBeans provide a Java-platform
standard method for monitoring a
software system. MBeans are han-
dled by Java technology called Java
Management Extensions (JMX).

DirX Access MBeans provide live data
about the status of the containers
as well as usage statistics, such as,
among others,

Number of authentication

requests
Number of authorization requests

Number of SAML assertion issu-
ance requests

Nagios Support

MBeans published by DirX Access
components can be used by a vari-
ety of monitoring tools and systems.
Especially, DirX Access allows inte-
gration with Nagios, one of the wide-
spread monitoring systems via the
third-party tools INRPE, check_nrpe
and check_JMX, which provide quite
straight-forward means for monitor-
ing Java processes using MBeans.

DirX Access Architecture

Many third-party business applica-
tions in the enterprise can use DirX
Access for access management and
enforcement; for example, portals,
Web servers, application servers,
and other ap- plications. They can be
broadly structured ac- cording to the
Client, Web, Application, and Data
tier. DirX Access typically integrates
into the Web and Application tiers.
Depending on the technology of
these integration tiers, one may use
the DirX Access off-the-shelf capabil-
ities (PEPs and federation endpoints).

DirX Accessintegrates with the appli-
cationsit protectsvia standard feder-
ation protocols, or through capturing
agents (referred to as PEPs - policy
enforcement points) deployed as
plug-insto Web and Web application
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servers or other applications. They
act as DirX Access Server clients,
mediating the authentication and
authorization process, enforcing the
access decisions of the server, and
providing the user browser and the
downstream applications with ses-
sion and state information. This setup
also includes reverse-proxy configu-
rations.

The DirX Access Server provides the
core security services — authenti-
cation, authorization (PDP - policy
decision point), SSO, federation,
policy, configuration and others —
to the PEPs, mediates the access to
the LDAP repositories, exposes the
services as Web services and/or fed-
eration services to third-parties and
provides the Web-tier logic for the
Web-based managementinterfaces.

The PDP access decisions are driven
by the XACML-based authorization
policies, which are managed by the
policy administration point (PAP).
The PAP is implemented by the
policy service in the server. It can be
used through a Web-based GUI pro-
vided with the DirX Access Manager.

The policy information points (PIPs)
are used to accessinformation about
the application environment or on
the subject or resource involved in
the request.

DirX Access uses LDAP directory
servers to store user, configuration
and policy data, and DirX Access
Cache Server to facilitate the distrib-
uted nature of the system, with the
focus on data caching and persisting.

The DirX Access architecture can be
structured in tiers as follows:

Client tier:
DirX Access PEPs
Server tier:

DirX Access Servers providing
security services

DirX Access applications such as
federation endpoints, Authentica-
tion Application, DirX Access Man-
ager,and Web services

Data tier:

Directory servers used to store
user, configuration, and policy
data for DirX Access Cache Servers
to cache and persist the distrib-
uted system information, such as
extended SSO information, long-
lived federation data, etc.

DirX Access services and applications
are uniformly deployed in ready-to-
use OSGi-based container.
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Figure 5 - DirX Access Manager - Example of Administrator User Interface

Figure 6 presents the DirX Access
architecture and its integration
points in existing applications from
a high-level component perspective.

Client Tier: DirX Access Policy En-
forcement Points

PEPs are plug-in components that
operate as a DirX Access client and
that provide policy enforcement
services (especially authorization
and authentication). They process
requests for resources and services,
query the DirX Access Server for
authorization and authentication,
and provide the decisions back to
their environment.

Forintegration purposes, DirX Access
also supports the configuration of
arbitrary LDAP user objects that are
injected into the HTTP header for fur-
ther use of the secured application.

Server Tier: DirX Access Applica-
tions

DirX Access provides the following
categories of off-the-shelf Web appli-
cations: DirX Access Manager, DirX
Access Authentication Application
and federation applications.

DirX Access Manager provides an
intuitive Webbased interface that
allows full or delegated adminis-
trators to manage the system (for
details, see the Administration sec-
tion of this document).

DirX Access Authentication Appli-
cation is a DirX Access component
that performs initial user authenti-
cation on behalf of DirX Access PEP
and FEP components. The layout of
the user interface and the flow of
authentication are customizable. The

Authentication Application allows
for context-aware authentication
based on, e.g., internal vs. external IP
address ranges to minimize risks.

DirX Access federation applications
provide endpoints for federated
identity management:

The SAML service provider federa-
tion endpoint (SP FEP) provides a
federation endpoint for SAML ser-
vice providers

The SAML identity provider feder-
ation endpoint (IdP FEP) provides
a federation end- point for SAML
identity providers.

The SAML identity provider feder-
ation endpoint supports Suisseld
and the SAML service provider
federation endpoint provides
support for SuisselD-enabled
identity providers. SuisselD is a
national ID infrastructure project
in Switzerland. SuisselD follows a
user-centric identity management
approach and extends the SAML
2.0 specification by user-centric
identity management features.

The OAuth server federation end-
point represents the authorization
server side of the OAuth commu-
nication. An authorization end-
pointis used by the client to obtain
authorization from the resource
owner via user-agent redirection.
A token endpoint is used by the
clientto exchange an authorization
grant for an access token, typically
with client authentication. A user-
info endpoint is used by the client
to exchange the access token for
identity data about the authen-
ticated entity. The metadata and
client registration endpoint are



used for metadata registration and
exchange. And the policy manage-
ment endpoints are used for man-
aging the policies for resources
stored at connected resource
servers by the resource owners
(employed by the UMA 2.0 autho-
rization process).

The OAuth client federation end-
point represents the client side of
the OAuth communication and
is able to create a session in DirX
Access. The OAuth client feder-
ation endpoint works with any
OAuth 2.0 server such as Google,
Facebook, etc.

DirX Access Web Services

DirX Access provides the following
off-the-shelf Web services:

SSO Web service
Authentication Web service
Authorization Web service
Federation Web service
Provisioning Web service
Configuration Web service
System Actions Web service

For details, see the Security Web Ser-
vices section in this document.

Server Tier: DirX Access Core
Services

The DirX Access services provide the
core functionality of the product,
including authentication and SSO,
authorization, administration and
audit services. This functionality is
realized using SOA principles and
consists of core and supporting ser-
vices.

The DirX Access Server services are
used through bundled Web applica-
tions, via standard protocols as well
as custom Web services.

Data Tier: Directory Server

DirX Access can use two different
LDAP directory servers in parallel,
one for user and one for policy/con-
figuration and DXA-specific user
data.

Any standard LDAP directory with
a schema suitable for user man-
agement (for example, InetOrgPer-
son object class) can serve as a user
repository.

DirX Access can supplement the user
record obtained from the user direc-
tory with information from other
stores using standard and/or cus-
tom-build attribute finders, which
are functionally comparable with
virtual directories.

Policy data includes the following
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Figure 6 - DirX Access - Architecture and Integration into Applications

elements:

- Authentication policies

Authorization policies (RBAC/
ABAC), including rule, condition,
and action components

Configuration data includes the
following elements:

Authentication methods
Server configurations

Policy enforcement point config-
urations

Federation endpoint configura-
tions

Centralized component config-
uration parameters such as user
directory settings, templates to
construct or interpret SAML asser-
tions and other parameters

The LDAP directory server used for
configuration data is also used for
storing the user-specific data gener-
ated by DirX Access, RBA data, and
several types of credentials, FIDO-re-
lated credentials, OTP credentials,
etc. If any of these use cases are con-
figured to take place, the directory
server shall be handled accordingly
from the security perspective.

User management applications can
be integrated with the DirX Access
Server via its provisioning interface.

DirX Access can also use various
LDAP servers that are not part of the
DirX Access product delivery.

Data Tier: DirX Access Cache
Server

DirX Access Server can utilize any
number of DirX Access Cache Serv-
erstoenabledistributed caching and
persistence. This is predominantly
necessary to support following fea-
tures:

Extended SSO session information
(such asinbound SAML Assertions
bound to the session),

Long-lived OAuth tokens (e.g.,

refresh token)

Distribution of information
between servers (e.g., distributed
single logout in SAML)

Recommended deployment con-
sists of one DirX Access Cache
Server collocated to each DirX Access
Server. However, this fully depends
onrequired high-availability features.

In an unstable and dynamic environ-
ment, DirX Access Server can short-
term operate without DirX Access
Cache Server preserving the capa-
bility of providing the most-used fea-
tures (e.g., SSO, initial authentication,
etc.).

Reliability, High Availability,
and Scalability

To achieve maximum availability
and failover security as well as scal-
ability, multiple, redundant DirX
Access Servers (and corresponding
DirX Access Cache Servers) can be
configured. DirX Access clients, e.g.,
PEPs, can perform load-balanced
access to the servers. Therefore, the
DirX Access clients keep an internal
connection pool and a health index
of the multiple servers. Load-balanc-
ing is then handled internally using
that connection pool. To complete
the fail-safe setup, the DirX Access
Server supports primary and sec-
ondary directory configuration for
failover deployments.

DirX Access uses a set of sophisti-
cated mechanisms to recover from
network component failures and
prevent down time for users, includ-
ing:

A distributed cache and per-
sistence, based on DirX Access
Cache Server components. The
distributed cache and persistence
enables the DirX Access Servers to
share and persist security objects.

Load balancing between DirX
Access Servers based on a round-

DirX Access V9.1 |11



robin scheduling algorithm and
server stickiness.

- Astate-of-the-art operation recov-
ery process using retries, retry
intervals and error thresholds.

Client Behaviour

Every application acting as a DirX
Access client in the system s
expected to have a corresponding
entryinthe DirX Access configuration
store. This holds for both, the PEPs -
represented by PEP configuration
objects,and the standard-based fed-
eration clients (e.g., SAML SP, OAuth
client, etc.) - represented by the stan-
dard metadata objects. When a DirX
Access client initiates communica-
tion with a DirX Access Server, it must
provide an instance name. The con-
figuration service uses this instance
name to determine the appropri-
ate configuration entry in the con-
figuration store. This includes the
addresses of all DirX Access Servers
in a network, or a dedicated subset
of these servers associated with this
clientin a specific way.

When an application sends requests
to DirX Access Servers, the underly-
ing DirX Access PEP transparently
performs load-balancing over the
configured DirX Access Servers. It
also automatically creates server
connections as required to process
its message traffic, up to its config-
ured maximum. When this threshold
isreached, the DirX Access client con-
tinues to process its message traffic
using the available servers and con-
nections.

LDAP Failover

Accessto the LDAP directory config-
uration/policy and user repository is
crucial for DirX Accessandisensured
by switching to a secondary directory
server instance if the primary server
is unavailable. If a DirX Access Server
receivesatimeoutinresponse toany
directory operation, it will try using
the secondary instance instead.

Supported Standards

DirX Access supports the relevant
standards, protocols, and security
frameworks to provide its security
functionality and services:

For authorization and privacy, DirX
Access supports XACML 1.x/2.0/3.0,
XACML 3.0 Multiple Decision Profile
Version 1.0, XACML SAML Pro- file
Version 2.0, SAML 1.x/2.0, OAuth 2.0
and RBAC.

DirX Access successfully passed the
Liberty Alliance SAML 2.0 interopera-
bility testin 2009 when it participated
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in the third Liberty Interoperable™
full matrix testing event for SAML 2.0.

For initial user authentication in
Web environments, DirX Access
supports SSL/TLS, HTTP Basic,
HTML Form-based authentication
with username/password, one-time-
passwords based on IETF RFCs, 4226
and 6238 and FIDO U2F, UAF, W3C
WebAuthentication (based on FIDO2
input).

For intra-domain SSO in Web envi-
ronments, DirX Access supports
Integrated Windows Authentication
(SPNEGO/ Kerberos, NTLM), authen-
ticated subject identifiers transferred
via HTTP cookie headers, and URL
rewriting.

For cross-domain SSO and identity
federation in Web environments,
DirX Access supports SAML 1.x/2.0
especially SAML Web-SSO pro-
files, and WS-Federation Passive
Requestor Profile Version 1.0

For cross-domain SSO and identity
federation in Web services envi-
ronments, DirX Access supports
WS-Trust.

The implementation of OAuth 2.0
Authorization Framework together
with the following extensions
enables DirX Access to be employed
in almost any plausible federation
scenario:

- The OAuth 2.0 Authorization
Framework (RFC6749)

- The OAuth 2.0 Authoriza-
tion Framework: Bearer Token
(RFC6750)

OAuth 2.0 Authorization Server
Metadata, https://tools.ietf.org/
html/draft-ietf-oauth-dis- covery-
06

- OpenlID Connect 1.0
- OpenlID Connect Discovery 1.0

- OAuth 2.0 Token Revocation
(RFC7009)

OAuth 2.0 Token Introspection
(RFC7662)

OAuth 2.0 Dynamic Client Regis-
tration Protocol (RFC7591)

OpenlD Connect Dynamic Client
Registration Protocol

- OAuth 2.0 Resource Registration

Proof Key for Code Exchange
(RFC7636)

Federated Authorization for
User-Managed Access 2.0

User-Managed Access 2.0 Grant for
OAuth 2.0 Authorization

For user-specific data provisioning,
DirX Access supports SCIM 2.0.

For secure communication, DirX
Access supports SSL/TLS and WS-*
security.

For object security, DirX Access sup-
ports XML signature.

For key management, DirX Access
supports PKCS and X.509/PKIX.

For communications, DirX Access
supports HTTP, RESTful, SOAP and
WS-*,

For persistence and provisioning,
DirX Access supports LDAP, DSML
and SPML.

In Java environments, DirX Access
supportsJAAS,JACC,JCA/ICE,JGSS,
and JSSE.

DirX Access supports both IPv4 and
IPv6 Internet Protocol.



System Requirements

The following combinations are supported. Other PEPs may be available on request.

Microsoft Windows|Red Hat Enterprise[SUSE Linux Enter-
Server2019/2022  |Linux7/8 prise Server12/15
\Web Server PEPs
lApache httpd V2.4 2 Yes Yes Yes
Reverse Proxy (based on Apache httpd V2.4) Yes Yes Yes
Apache Tomcat V8.5/9.0/10.0 Yes Yes Yes
Eclipse Jetty V8/9/10/1 Yes Yes Yes
Microsoft [IS? Yes - -
Servlet and Application-specific PEPs
Servlet Filter e.g. Tomcat, Jetty, etc. Yes Yes Yes
Cloud Foundry -0 =D -0
Client SDK Support (Legacy Application PEPSs)
DirX Access Client SDK for Java 8 or higher Yes Yes Yes

" The Cloud Foundry PEP can be deployed into an existing Cloud Foundry Provider environment.

2 PEPs are not part of this release, but are available on request or with the Service Pack.
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System Requirements

Hardware

Intel server platform for Microsoft
Windows Server 2019 and 2022

Linux

Memory Requirements:
Main memory:
Disk Space:

minimum 8 GB

minimum 1GB plus
disk space for data

Software

DirX Access Server

DirX Access Server as a Java appli-
cation is supported on the following
platforms with latest patches/service
packs for the selected platform:

Microsoft Windows Server 2019
(x86-64)
Microsoft Windows Server 2022
(x86-64)
Red Hat Enterprise Linux 7 (x86-
64)
Red Hat Enterprise Linux 8 (x86-
64)

- SUSE Linux Enterprise Server 12
(x86-64)
SUSE Linux Enterprise Server 15
(x86-64)

- Java SE Runtime Environment
(JRE) 11 for the selected operating
system

Virtual Machine Support:

- VMWare ESXi, in combination with
the guest operating systemslisted
above and that are supported by
VMWare ESXi.
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Supported LDAP Directories for
Configuration/Policy Data

DirX Access supports the following
LDAP directories (otherson request):

DirX Directory V8.9/V8.10

Microsoft Windows Server
2019/2022 Active Directory/Active
Directory Lightweight Directory
Services (AD LDS)

Supported Directories for User
Data

Arbitrary LDAPV3-compliant direc-
tory servers with user accounts
based on the InetOrgPerson object
class

Browser Support for the DirX Ac-
cess Manager and Deployment
Manager

Microsoft Internet Explorer 11
Microsoft Edge
Firefox 71 or newer

- Google Chrome 78 or newer

For Nagios Integration

Nagios Core Version 4.0.8
- IJNRPE Server, Version 2.0.5
- IJNRPE Plugins, Version 2.0.3
Supported PEPs and Application
Servers

These components are listed on the
previous page.

User interface
English

Documentation
All manuals are provided in English:

Manuals
Release Notes
Introduction Guide
Installation Guide

- Administration Guide
Integration Guide



DirX Product Suite

The DirX product suite provides the basis for fully integrated identity
and access management; it includes the following products, which can

be ordered separately.

DirX Identity

DirX Identity provides a comprehensive, process-driven,
customizable, cloud-enabled, scalable, and highly avail-
able identity management solution for businesses and
organizations. It provides overarching, risk-based iden-
tity and access governance functionality seamlessly
integrated with automated provisioning. Functional-
ity includes lifecycle management for users and roles,
cross-platform and rule-based real-time provisioning,
web-based self-service functions for users, delegated
administration, request workflows, access certification,
password management, metadirectory as well as audit-
ing and reporting functionality.

DirX Access

DirX Access is a comprehensive, cloud-ready, scalable,
and highly available access management solution pro-
viding policy- and risk-based authentication, authoriza-
tion based on XACML and federation for Web applications
and services. DirX Access delivers single sign-on, versa-
tile authentication including FIDO, identity federation
based on SAML, OAuth and OpenlID Connect, just-in-
time provisioning, entitlement management and policy
enforcement for applications and services in the cloud or
on-premises.

Connect with us

in ¥ 0 o

eviden.com

DirX Directory

DirX Directory provides a standards-compliant, high-per-
formance, highly available, highly reliable, highly scalable,
and secure LDAP and X.500 Directory Server and LDAP
Proxy with very high linear scalability. DirX Directory can
serve asan identity store foremployees, customers, part-
ners, subscribers, and other |oT entities. It can also serve as
a provisioning, access management and metadirectory
repository, to provide a single point of access to the infor-
mation within disparate and heterogeneous directories
available in an enterprise network or cloud environment
for user management and provisioning.

DirX Audit

DirX Audit provides auditors, security compliance offi-
cers and audit administrators with analytical insight and
transparency for identity and access. Based on histori-
cal identity data and recorded events from the identity
and access management processes, DirX Audit allows
answering the “what, when, where, who and why" ques-
tions of user access and entitlements. DirX Audit features
historical views and reports on identity data, a graphical
dashboard with drill-down into individual events,an anal-
ysis view for filtering, evaluating, correlating, and review-
ing of identity-related events and job management for
report generation. With its analytical features, DirX Audit
helps enterprises and organizations to ensure sustainable
compliance and provide businessintelligence for the risk-
based identity and access management processes.
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