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Technical Training for DirX Access

DirX Access is a comprehensive, cloud-ready, scalable, and highly available access
management solution providing policy-based authentication, authorization and federation
for Web applications and services. DirX Access delivers single sign-on, versatile
authentication, identity federation based on SAML, OAuth and OpenID Connect, just-in-
time provisioning, entitlement management and policy enforcement for applications and
services in the cloud or on-premise.

This course provides training for DirX Access administration. It includes the features and
architecture of the product DirX Access and teaches how to setup, configure and
administer the product. The course is well balanced between theoretical concepts and
practical exercises.

Content

e Product overview
Technical terms and technologies
Access management and Web SSO
Identity management in DirX Access
Identity federation
Software architecture
Auditing and logging
Real life considerations

Benefits for the trainees

The participants will understand the functionality and architecture of DirX Access. They
will be able to install and setup an access management system to provide Web single
sign-on, identity federation and security for Web services. PEP s (policy enforcement
points) will be installed to enforce security policies when accessing secured resources on
Web servers. Configuration problems will be detected, analyzed and repaired.

Target Group
Technical consultants, system integrators, service staff, technical project managers,
system administrators

Prerequisites

e The participant is able to administer and work with Microsoft Windows Server
2012 R2 or 2016.

e Basic know how about Web technology and http/https protocol

Teaching method
Presentations, group exercises, discussions, demonstrations

Instructors
The instructors are experienced employees of Atos or certified trainers for DirX Access.

Duration
4 days

Atos Information Technology GmbH Mail: dirx-training.it-solutions@atos.net
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